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Wha Do \We Do?

¢ Whom do you call?

¢ What do you need to know?
¢ How quickly?

¢ Why?

¢ Isit coincidence?

¢ Can you respond?



¢ THE COMMISSION



Recommend a national policy
for protecting and assuring
critical national infrastructures

¢ Determine vulnerabilities
¢ ldentify threats—physical, cyber
¢ Develop policy & legislative issues

¢ Develop policy recommendations &
Implementation plan



Crtreal Infrastructures

¢ Telecommunications ¢ Banking & Finance

¢ Electric Power ¢ Water
¢ Trangportation ¢ Emergency Services
¢ Ol & Gas ¢ Government Services

Delivery & Storage
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P Evolution of Threat

Cost of
Capability

Availability of Capability




Jhe'Siruciure

The President

Advisory
Committee

15 Presidential Appointees
from Private Sector

Prmmpals Committee

e Attorney General ¢ Secretary of Transportation  Asst. to Pres. for National Security

e Secretary of Defense ¢ Secretary of Treasury e Asst. to Pres, NEC

» Secretary of Commerce ¢ Director FEMA e Asst. to Pres, OSTP

e Secretary of Energy « Director of Central Intelligence ¢ Asst. to VP for National Security
 Director, OMB

Steering Committee

« Attorney General < Deputy National Security Advisor

: Bg%itg gﬁgl[r) e  Chief Domestic Policy Advisor to VP

SAMAIIAIIIAN

Infrastructure Protection President’s Commission on

Task Force (IPTF) Critical Infrastructure Protection

e 20 Commissioners
» Chair Designated by the President

FBI (chair), DoD, NSA, & Others




b

ﬁ Commissioners

Public Sector Private Sector

CIA AT&T
FBI IBM
FEMA Federal Reserve Board
NSA Georgetown University
Department of Commerce National Association of Public

Utility Regulators
Department of Defense o _
Pacific Gas & Electric

Department of Energy . :
_ Thiokol Corporation
Department of Justice

Association of American
Railroads

Department of Transportation

Department of Treasury




Outreach Effiorts

¢ Public Meetings
« Atlanta, Boston, Houston, Los Angeles, S. Louis

¢ Conferences
e Council on Competitiveness, Stanford University

¢ Simulations
* Booz-Allen & Hamilton, Sandia National Laboratory

¢ Approximately 6000 contacts

 Associations, corporations, government agencies

¢ Mediacontacts
e |nterviews, articles, broadcasts

¢ World Wide Web page

»  Jpeeches, meeting minutes, presentations


http://www.pccip.gov/

Rrogress IRepori.

¢

¢ VULNERABILITIESAND THREATS

¢

¢



N UlnReraonirties

¢ Physical vulnerabiliti

¢ Cyber vulner —constantly changing

¢ Little appreci ndencies and

complexities

¢ Vulnerabillity info adily available



Threat = Capability + Intent

Capability :’ills + Tools

Tools — Equipment + Knowledge



f Threat Spectrum

AP Reduce U.S. Decision Space,
Natlar_\al Strategic Advantage, Chaos,
Security Target Damage

Threats Information for Political, Military,
Economic Advantage

Visibility, Publicity,

Chaos, Political Change
Shared -

Threats Colmpetit.ive Advantage
Intimidation

Revenge, Retribution, Financial
Gain, Institutional Change

Monetary Gain
Local Thrill, Challenge, Prestige

Threats .
Thrill, Challenge




[RESPENSIPNITIES

 Protect self against Tools
* Report attacks

e Collect info about Tools

* Collect info about Organization
e Collect info about Intent
e Provide info about Tools

* Issue warnings about
Organization and Intent

* Lead R&D to develop
countermeasures (!




A Nenw Arsenal

Cyber Intelligence

Anonyrmity
b A < “Trojan Horses”

(&)

Data Modification

Denlal of Sej
b Assaults

S

Data Theft ‘
VIiruses

E-Mail Attacks

Resource Abuse
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Otherlncrdents

¢ Targeting
* Penetrate computers for targeting information

¢ Lossof Service

e |nternet Service Providers
e 011
 Emergency Alerting System

¢ Theft
* Credit Cards
e Counterfeiting
* Intellectual Property
* Proprietary Data -



¢ FINDINGS

¢



Shfleliplefs

¢ The challenge is adapting to a changing culture

¢ Vulnerabilities are serious and increasing

¢ Information sharing is the most immediate need

¢ National warning & analytic capabilities are lacking
¢ Government and industry are not prepared

¢ Lega framework needs modernization

¢ R&D and investment are not sufficient



Risk is shared among
public & private interests




¢ RECOMMENDATIONS



NateRal Policy.

¢ Critical infrastructures underpin American life
* Deserve national attention and leadership

¢ USwill assure availability/continuity
« Defend by whatever means necessary

¢ Not just government or business responsibility
« Partnership is required; specific federal responsibilities

¢ Urgent: establish national focal point

 Public awareness

 Infrastructure security and preparedness within Federal
Government



Guldime Panciples

¢ Government must lead by example

¢ Start with owners and operators

¢ Build on that which exists

¢ Promote voluntary cooperation

¢ Maintain existing oversight and regulation

¢ Practice continuous improvement



Riormmaien Sharng

Objective: Freeinterchange of essential threat and
vulnerability information among all parties -- public and
private.

* Protect proprietary information

* Provide anonymity, as needed

e Ease anti-trust concerns

 Include state and local participants
» Establish sector “clearinghouses”

« Establish public-private information sharing and
analysis center



[=eaaing ey Example

Objective: Federal government systems and processes serve
as “benchmarks” for infrastructure assurance.

* Use best practices

« Conduct certification

e Conduct information security pilot programs

« Address Global Positioning System vulnerability
 Emphasize security in National Airspace System design

« Acquire and retain cyber-qualified law enforcement
personnel



EdUcaiien & Awareness

Objective: Heightened awareness of critical infrastructure
threats and vulnerabilities.

e Conduct White House conferences on computer ethics
e Conduct national awareness campaign
« Establish simulations and Round Tables

* National Science Foundation fund network security
graduate programs

« Establish partnership between Department of
Education and industry



Reseaeh & [Deve opment

Objective: Tools and techniques for warning and protection.

¢ Information assurance ¢ Risk management &
¢ Monitoring & threat decision support
detection ¢ Protection & mitigation
¢ Vulnerability assessment & ¢ Contingency planning,
systems analysis Incident response, &
recovery
inciease P Yed
0/0 n
A — [ seeom $1040M
$500M SO0l
$250M ) { J\ J\ J\ J \ J




[=egalliniratives

& Increased effectiveness of federal
assurance and protection efforts

& Enhanced private sector ability to take
protective action

& Assess impediments to partnership

¢ Maor Federal Legisation

¢ Criminal Law and Procedure

¢ Laws Governing Employer-Employee Relationship
¢ Legal Impediments to Information Sharing



[~ederal Assistance

Objective: Properly prepared owners and operators and
state and local governments to accomplish their
Infrastructure protection roles.

* NSA, DoE, DoD perform vulnerability risk
assessments
 Encourage industry to develop risk methodologies

* Federal government review sensitive owner and
operator information prior to publication

e Double Nunn-Lugar-Domenici funding



P Infrastructure Assurance Functions




O Infrastructure Assurance Functions




Lecationt” off Roles In

Infrastrucitre Assurance

Public Roles Private Roles
E Federal Roles Trade & Industry
& Associations
o
O
State Roles
B Companies
=
% Local Roles Internal Processes
a & Market Forces



N

Jdtecation’” o Eunctions In
[nfrastrticture Assurance

Centralized

Decentralized

Public Roles
Federal Roles

Plan for Integrated Law Enforcement,
Intelligence & Military Response

Estimate the Emerging Threat &
Changing Vulnerabilities

Manage Response & Recovery

Analyze Information & Prepare
Threat Advisories

* Issue the National Policy

» Assess National Risk

» Disseminate Warnings

» Coordinate Research & Development

* Plan law enforcement &
military actions

» Manage response & execution of law
enforcement & military actions

* Influence private sector investment

State & Local Roles

Private Roles
Trade & Industry Associations

Propose national « Set assurance standards, certification, best
strategy & objectives practices

* Research & Development
» Defensive protection initiatives

 Share information

» Develop education & awareness
 Negotiate funding

» Manage & enforce implementation
* Propose & promote new regulation
* Control misinformation

* Integrate public/private perspective
» Shape international environment

» Maintain public confidence

* Plan restoration
» Manage restoration

| nternal Processes & Mar ket Forces

» Assess Vulnerabilities & Risk of System Components

* Plan response & recovery (people/property) * Manage Operations Consistent with Best Practices
. Manage response & recovery (peop|e/property) © ACC]Ulre resources for PrOteCtlng SyStemS

* Defensive protection initiatives
» Assess & promote new regulations

* Defensive protection initiatives
* Research & Development




IRiEsiuctlre Asslrance:

President
Vice President

Federal
Organizations
Commerce Treasury
‘ Justice\> FBI
Existing &9 cia
Relationships State Defense
FEMA
State & Local - ~—
Governments

© owners & Operators y
A Associations, Consortia v



[IRlEsirtcitre Assurance:

National President

Infrastructures BNEsrenn Vice President

Assurance National Security

Counc | | Council Staff
Office of National
Infrastructure Assurance

Infrastructure Assurance
Support Office
Sector L
@ Infrastructure
Assurance
Coordinators

&
® &

Warning Center | FBI

Information | ead

Sharing
& Analysis Federal

Center Agencies

State & Local
Governments



Propesed INational Structure

Office of National National Infrastructure
Infrastructure Assurance Assurance Council
* SPtrr%[':[)é)gsiZSnatlonal objectives & * Include public & private sectors

* Provide policy/advice to President

» Propose/Promote legislation : :
* Devise awareness & prevention

» Coordinate federal policies &

Programs strategy
~—— [
- ' Sector Infrastructure Infrastructure Assurance

Federal Lead Agencies Assurance Coordinators Support Office
« Coordinate efforts with « Provide private or non-profit ) Egﬁ['n“te?tsi%”b“c’ private

Assurance Councl entity for each_ sector * Assist in coordination of
« Work with owners-Operators  Collaborate with lead agency federal policies & programs

to fashion policy « Education, awareness, R&D " . Assess vulnerabilities

P .

Information Sharing &
Analysis Center

» Collect, analyze, &

Warning Center

disseminate information . Pﬁo‘éiicclglvé’)?rcniggrogﬁn attack,
* Include public & private ’ ‘ ﬁ\f?/astructureys '

sectors



O Conclusion

Risk is shared among
public & private interests




